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Abstract: 

 As the wide-acceptance of social networks expands, the information users expose to the public has potentially dangerous 

implications for individual privacy. While social networks allow users to restrict access to their personal data, current mec hanism 

can detect privacy conflicts, but the computation work is high because of data sharing rate is high in social network. As group 

photos and stories are shared by friends and family, personal privacy goes beyond the discretion of what a user uploads about  him 

and becomes an issue of what every network participant reveals. In this project, we process fine-grained access control in a social 

network, and enables users to define policies to govern belonging resources and to input inquiries in order to access a resou rce in 

the most effective way. We show that our notation enables users to define policies in a simpler and more efficient way and that it 

helps users to protect their assets under a tight security 

 

Index terms: access control, social network, privacy conflicts.  

 

I. INTRODUCTION 

 

The Internet has become an evitable part of the lives of people 

today. Gone are the days when people would browse the internet 

only to retain and even strengthen their lives through Social 

Networking Sites. By being aware of your cyber-surroundings 

and who you are talking to, you should be able to safely enjoy 

social networking online. Our intension is directed at the issue of 

privacy risk and user behavior in order to suggest viable 

solutions for users to both improve their privacy protection, and 

be able to deploy the social functions expected from these types 

of Internet. A survey was conducted to study the effectiveness of 

the existing counter measure of un-tagging and shows that this 

counter measure is far from satisfactory users are worrying about 

offending their friends when un-tagging. As a result, they 

provide a mechanism to enable users to restrict others from 

seeing their photos when posted as a complementary strategy to 

protect privacy. However, this method will introduce a large 

number of manual tasks for end users. As emphasized in [3], 

many proposals already investigated this topic, offering new and 

valuable solutions to prevent sensitive data exposure in a 

scenario where personal data are continuously exchanged. 

Nevertheless, many of the most popular OSN providers (e.g., 

Facebook, Twitter, Google+, etc.) do not implement in their 

platforms Access control models, where fine-grained 

configurations are supported, in some cases, by giving users the 

possibility to define customized lists of contacts to which assign 

access privileges. Moreover, in recent years it appeared clear, as 

emphasized in [4], [5], that users do not put much attention on 

customizing their own privacy settings, delegating to the OSN 

provider the task to handle automatically their configurat ions. 

Our target, indeed, is to learn users’ habits and preferences with 

respect to privacy management in OSN, so as to suggest 

customized access control policies. In achieving this goal, we 

kept into account that each individual performs a differen t 

decision process to decide how a resource has to be released in 

OSN realm. In addition to this subjective aspect, we also 

acknowledged that the decision an individual might take on 

resource release is greatly impacted by resource’ contents. Based 

on these observations, in this paper we present a flexible access 

control schemes based on social contexts are investigated. 

However, in current OSNs, when posting a photo, a user is 

not required to ask for permissions of other users appearing 

in the photo. Basically, in our proposed one-against-one 

strategy a user needs to establish classifiers between self, 

friend and friend, friend also known as the two loops in 

Algorithm. During the first loop, there is no privacy concern 

of Alice’s friend list because friendship graph is undirected. 

However, in the second loop, Alice needs to coordinate all 

her friends to build classifiers between them. According to 

our set of rules has to be followed, her friends only 

communicate with her and they have no idea of what they 

are computing for. 

 

II. RELATED WORK 

 

To the best of our knowledge, Fang and LeFevre [11] were 

the first to analyze the problem of privacy recommendation 

in social network scenario. They presented an automated 

wizard with the aim to assist OSN users in defining their 

own privacy settings, by learning OSN users’ attitude 

towards their own privacy. By means of a survey, each user 

is asked to explicitly select which of h is/hers contacts 

should see given pieces of information (e.g., date of birth, 

address). User’s choices are then explo ited to feed a 

classifier, which is capable of learning even from publicly 

available data (e.g., public relationships, public user’s 

profiles). With those data, then, the wizard presented in [11] 

suggests either to grant or deny other OSN users to see the 

considered user’s information. The proposal presented in 

[11] has been deeply inspiring in the development of our 

proposal; however, approach in [11] focuses on learning 

how users are used to allow/deny access to their 

informat ion, whereas our proposal aims to learn the access 

control policies that users are used to explo it to allow/deny. 

The proposal in [11] is based on a binary classifier, while 

we present a recommendation system that suggests access 

control policies with no underlying classifier. After [11], 

then, many other authors followed their footsteps, proposing 

novel and inspiring recommender systems with the aim to 

help users protecting their privacy in OSN. Shehab et al. 

[12] propose a policy recommendation system based on an 
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iterative semi-supervised learning approach. Thus, the 

recommender system presented in [12] is much similar to the 

one in [11]. Indeed, OSN users are asked to manually label a set 

of their contacts, specifying whether these contacts should be 

allowed or not to see their information. On the other hand, 

though, Shehab et al. propose to propagate the label throughout 

the social graph, so as to reduce users’s efforts. Unlike [11], 

Shehab et al. introduce a recommendation process that explo it 

the properties of the social graph; nevertheless the proposal in 

[12] only focuses on privacy labels (e.g., “allow”/“deny”) to be 

assigned to other users so as to authorize or not their requests. 

Moreover, the recommender presented in this paper, differently 

from [12], focuses on proposing OSN users access control 

policies to share resources in the Social Network, without asking 

users to manually label who should access the resources and who 

should not. Authors in [13] analyze how users are used to share 

their informat ion from a point of view different from the one 

presented in [11], [12]. Indeed, Xie et al. are concerned with 

studying how users are used to share their location (e.g., airport, 

restaurant, etc.) according to the time of the day, companion and 

emotion. Moreover, thanks to the results of such analysis, 

authors present a location sharing recommendation system with 

the aim to help users in sharing their location. The learning 

process in [13] analyzes the similarity between users and 

between scenarios (i.e., locations) and tries to extract, given a 

user u and a scenario s, the most accurate privacy policy. Our 

proposal, thus, has few points in common with [13]. One of 

these is given by the fact that Xie et al. plan to recommend to 

user u a privacy policy for a certain location l, given the 

informat ion learnt from u about locations similar to l; in our 

proposal, indeed, we explo it a similar approach applied to 

resources instead of locations. At last, [14] proposes an approach 

that turns out to be very close to our proposal. Indeed, Reinhardt 

et al. recognized that OSN users should be helped in defined 

proper access control policies for each resource they share in the 

network. As such, authors 1propose to support users by 

suggesting different privacy settings based on the sensitivity of 

the resource to be posted. Thus, [14] does not present a learning 

process that analyzes users’ habits as we do; authors, then, 

propose to recommend privacy policies, even though only 

represented as a list of authorized users, by analyzing the 

sensitiveness of the resource and the strength of the relationships 

in the social graph, without considering users’ habits, as our 

proposal does. 

 

III. S YS TEM ANALYS IS  

 

In this phase a detailed appraisal of the existing system is 

explained. This appraisal includes how the system works and 

what it does. It also includes finding out in more what are the 

user issue with the system and what user requires from the new 

system or any new change in system may be affect more than 

one users. The output of this  phase results in the detail model of 

the system. The model describes the system functions and data 

and system information flow. The phase also contains the detail 

data set of user requirements and these requirements are used to 

set objectives for the new system. 

 

A. CURRENT S YS TEM 

 

Social Media are co-owned by mult iple users, yet only the user 

that uploads the item is allowed to set its privacy settings (i.e., 

who can access the item). This is a massive and serious problem 

as users’ privacy preferences for co-owned items usually 

conflict, so applying the preferences of only one party risks such 

items being shared with undesired recipients, which can lead to 

privacy violations with severe importance (e.g., users losing 

their jobs, being cyber stalked, etc.). Examples of items 

include photos that depict multip le people, comments that 

mention mult iple users, events in which mult iple users are 

invited, etc. Multi-party privacy management is, therefore, 

of crucial importance for users to appropriately preserve 

their privacy in Social Media. There is recent evidence that 

users very often negotiate collaboratively to achieve an 

agreement on privacy settings for co-owned information in 

Social Media. In particular, users are known to be generally 

open to accommodate other users’ preferences, and they are 

willing to make some concessions to reach an agreement 

depending on the specific situation. 

 

B. SHORTCOMINGS OF THECURRENT S YSTEM:  

 

1. Items shared through Social Media may affect 

more than one user’s privacy. 

 

2. The lack of mult i-party privacy management 

support in current mainstream. 

 

3. Social Media infrastructures makes users unable to 

appropriately control to whom these items are 

actually shared or not 

 

4. Computational Complexity is high 

 

System Design: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure. 1. System execution design 

 

C. PROPOS ED S YS TEM:  

 

The ability to stay connected with friends online and share 

informat ion, has accounted for the popularity of online 

social networking websites. The misalignment between a 

user's intended and actual privacy settings causes the risk of 

unintentional privacy leaks. In this project, we propose an 

access control policy setting in social network. By using our 

scheme we set access rights of sharing data to user or 

friends. By this way we can avoid mult iparty conflicts in 

social network. This project propose a framework for 

privacy preserving access control policies and mechanisms, 

and describe algorithms for access policy conflicting 

problems the mechanism enforces access policy to data 

containing personally identifiable information. The key 



International Journal of Engineering Science  and Computing, April  2017         6527                                                                   http://ijesc.org/ 

component of the framework is purpose involved access control 

models that provide full support for expressing highly complex 

privacy-related policies, taking into account features like 

purposes, conditions and obligations. And we are adding the 

addition features to provide security to users by blocking the 

screen short and image downloading or coping. The users are 

only allowed to view the images  

 

i) ACCESS CONTROL MODEL  

The model comprises five categories of components as shown in 

Figure 1. 

 
Figure. 2. Model Components 

 

Accessing User (UA) represents a human being who  performs 

activities. An accessing user carries access control policies and 

U2U relationships with other users. Each Action is an function 

initiated by accessing user against target. Given an action, we 

say it is action for the accessing user, but action
−1

 for the 

recipient user or resource. Target is the recipient of an action. It 

can be either target user (UT) or target resource (RT). Target 

user has her own policies and U2U relationship informat ion, 

both of which are used for authorizat ion decisions. Target 

resource has U2R relat ionship with controlling users (UC). An 

accessing user must have the required U2U relationships with 

the controlling user in order to access the target resource. 

 

ii) Algorithm: 

 

 
Figure. 3. Algori thm of Application 

 

Access Request denotes an accessing user’s request of a certain 

type of action against a target. It is modeled as a tuple<UA, 

action, target>, where UA∈ U is the accessing user, target is the 

user or resource that UA tries to access, whereas action ∈ 

Act specifies from a finite set of supported functions in the 

system the type of access the user wants to have with target. 

If ua requests to interact with another user, target = ut 

,where ut∈ U is the target user. If ua tries to access a 

resource owned by another user uc, target is resource rt∈ R, 

where R is a finite set of resources in OSN. 
 

 
Figure.4. Access Control Policy Taxonomy 
 

Policy defines the rules according to which authorization  is 

regulated. As shown in Figure 2, policies can be categorized 

into user-specified and system-specified policies, with 

respect to who de- fines the policies. System-specified 

policies (SP) are system-wide general ru les enforced by the 

OSN system; while user-specified policies are applied to 

specific users and resources. Both user- and system-

specified policies include policies for resources and policies 

for users. Policies for resources are used to control who can 

access a resource, while policies for users regulate how 

users can behave regarding an action. User-specified 

policies for a resource are called target resource policies 

(TRP), which are policies for incoming actions. User 

specified policies for users can be further divided into 

accessing user policies (AUP) and target user policies 

(TUP), which correspond to user’s outgoing and incoming 

access. Accessing user policies, also called outgoing action 

policies, are associated with the accessing user and regulate 

this user’s outbound access. Target user policies, also called 

incoming action policies, control how other users can access 

the target user. Note that system-specified policies do not 

have separate policies for incoming And outgoing actions, 

since the access or and target are explicit ly identified.  
 

IV. IMPLEMENTATION: 

In this page we can create our account by filling the details 

in the page and hit SignUp button 
 

 
Figure. 5. Registration Page  
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In this page we can login into our account (or) else we can create 

our own account by hitting register here link 

 

 
Figure. 6. Admin login Page 

 

Admin has to login his page and he has to give access 

permission for the user  

 

 
Figure.7. Admin Access  

 

This is admin view all user page here we can able to see all the 

user name and there profile picture etc here the aravindh is 

wait ing for permission 

 

 
Figure.8. Authorized 

Now you can see the admin have given Authorized to 

aravindh 

 

 
Figure.9. Message passing  

 

In this page show the message passing from one person to 

another with in friends  

 

 
Figure.10. group creation  

 

In this page we can see the ever single owner can create a 

group within their friends 

 

 
Figure.11. adding member on group 
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In this page show the group admin can able to add the friends in 

this group. It is not necessary to add all the member on his 

friends to add in there group  

 

 
Figure.12. Image sharing  

 

We can send the image to a group or our a single person and we 

can give to access rightest to the picture there are 2 access one is 

share or view option to the image  

 

 
Figure.13. image inbox 

 

In this image inbox we can see the list of image fo rm the 

different group and friends and there is access rights view or 

share  

 

 
Figure.14.Right click 

The view access image can be downloaded or copy the 

image this all are been canceled by blocking the right click 

option from the browser     

 

VII. CONCLUS ION 

 

To consider the effect of different social roles, the 

informat ion users expose to the public has potentially 

dangerous implications for individual privacy; we process 

fine-grained access control in a social network, and enables 

users to define policies to govern belonging resources and to 

input inquiries in order to access a resource in the most 

effective way. And our notation enables users to define 

policies in a simpler and more efficient way and that it helps 

users to protect their assets under a tight security 
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